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Abstract: Objective Deep neural networks have demonstrated significant superiority in hyperspectral image classification
tasks. However, the emergence of adversarial examples poses a serious threat to their robustness. Research on adversarial

training methods provides an effective defense strategy for protecting deep neural networks. However, existing adversarial
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training methods often require a large number of labeled examples to enhance the robustness of deep neural networks,
which increases the difficulty of labeling hyperspectral image examples. In addition, a critical limitation of current adver-
sarial training approaches is that they usually do not capture intermediate layer features in the target network and pay less
attention to challenging adversarial samples. This oversight can lead to the reduced generalization ability of the defense
model. To further enhance the adversarial robustness of hyperspectral image classification networks with limited labeled
examples, this paper proposes a contrastive semi-supervised adversarial training method. Method First, the target model is
pre-trained using a small number of labeled examples. Second, for a large number of unlabeled examples, the correspond-
ing adversarial examples are generated by maximizing the feature difference between clean unlabeled examples and adver-
sarial examples on the target model. Adversarial samples generated using intermediate layer features of the network exhibit
higher transferability compared with those generated only using output layer features. In contrast, feature-based adversarial
sample generation methods do not rely on example labels. Therefore, we generate adversarial examples based on the inter-
mediate layer features of the network. Third, the generated adversarial examples are used to enhance the robustness of the
target model. The defense capabilities of the target model for the challenging adversarial samples are enhanced by defining
the robust upper bound and robust lower bound of the target network based on the pre-trained target model, and a contras-
tive adversarial loss is designed on both intermediate feature layer and output layer to optimize the model based on the
defined robust upper bound and robust lower bound. The defined contrastive loss function consists of three terms: classifi-
cation loss, output contrastive loss, and feature contrastive loss. The classification loss is designed to maintain the classifi-
cation accuracy of the target model for clean examples. The output contrastive loss encourages the output layer of the adver-
sarial examples to move closer to the pre-defined output layer robust upper bound and away from the pre-defined output
layer robust lower bound. The feature contrastive loss pushes the intermediate layer feature of the adversarial example
closer to the pre-defined intermediate robust upper bound and away from the pre-defined intermediate robust lower bound.
The proposed output contrastive adversarial loss and feature contrastive loss help improve the classification accuracy and
generalization ability of the target network against challenging adversarial examples. The training process of adversarial
example generation and target network optimization is performed iteratively, and example labels are not required in the
training process. By incorporating a limited number of labeled examples in model training, both the output layer and inter-
mediate feature layer are used to enhance the defense ability of the target model against known and unknown attack meth-
ods. Result We compared the proposed method with five mainstream adversarial training methods, two supervised adver-
sarial training methods and three semi-supervised adversarial training methods, on the PaviaU and Indian Pines hyperspec-
tral image datasets. Compared with the mainstream adversarial training methods, the proposed method demonstrates signifi-
cant superiority in defending against both known and various unknown attacks. Faced with six unknown attacks, compared
with the supervised adversarial training methods AT and TRADES, our method showed an average improvement in classifi-
cation accuracy of 13. 3% and 16%, respectively. Compared with the semi-supervised adversarial training methods SRT,
RST, and MART, our method achieved an average improvement in classification accuracy of 5. 6% and 4.4%, respec-
tively. Compared with the target model without defense method, for example on the Inception_V3, the defense performance
of the proposed method in the face of different attacks improved by 34. 63%-92. 78%. Conclusion The proposed contras-
tive semi-supervised adversarial training method can improve the defense performance of hyperspectral image classification
networks with limited labeled examples. By maximizing the feature distance between clean examples and adversarial
examples on the target model, we can generate highly transferable adversarial examples. To address the limitation of
defense generalization ability imposed by the number of labeled examples, we define the concept of robust upper bound and
robust lower bound based on the pre-trained target model and design an optimization model according to a contrastive semi-
supervised loss function. By extensively leveraging the feature information provided by a few labeled examples and incorpo-
rating a large number of unlabeled examples, we can further enhance the generalization ability of the target model. The
defense performance of the proposed method is superior to that of the supervised adversarial training methods.
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N HEVELNA 8 5y FEAR i Hh E % AR R DA R
R REAIE 2 X6 e 2k o

Dk o Pl ge b i ZARIE TR A B
IER5Y S, R 25

Lo(x,y) = Lo (f,(x),5)
A, Loy Rn 38 UK

2) g R AT HOA S o B 2 W B I O vk
R 2 it e/ MU HUREAS TR AR A 2 09 53
AT e A R R, DA 55 A I 28 X6 X HURE AR (1) 43
FAERE . (ST BUREAR AR TENME ) 2 407, 5 Tt
ARG A A IR AR 2R 5y 9l ) o PRI
IR RE Ty A5 X 2 6 O Aash 7 rhoXh 25 2 R R HE
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A, W=, BRL, wE, ®EX
TH 18 5 5L 1% B 5 KM A& B X L = S B R il 45 77 %

57 2] BN UREAS TG A (] ) S T8 B, 45 508 ) /Y
FI b RUXE L IE B 70 28 IRMEXTDUREAS . Ol 1 T SGTE
PRMEXS PUREAS B2 ) o it 208 ek o
Lo (=, f;) =

Jolx3") - f3(x)
Xp—————

¢ T
folx) fi(x) S Syl
+ exp

T T

~log

exp

(6)
Ko, £, FR O GREERY , £, 2R HARREY , £, (x5")
PR PUREAS 25" 15 H BB R £, B i 2= 350000 A 5

Fo(x) o e I BT & IR

(i HH R 2015 f (g ) FOR B R 5 RIXSHTREA
" TE TGRSR £, )t 2= B0 o3 A1, b X e
A g EAE TR £, ARG (3) A2 B R Bk
A FORIRIE , X PROFERTHUREAS 1 TR o

(6 H AR RY F A il X PR AS (19 4
SRR I GRS Y - TR AS 1) 23 A, 3 5 )1 4
(ESIEIBO 112 % NV B (I ER: P s S T8 ol B T
BEE R S, DI AE S )2 48 R H AR B A
AIBETT

3)RFALJZEXS HEAR G o RFHUREAS AN (LI ol o0 245 93
M DR , [RIAE 22 BRI 285 F 8] JZ R, R AR Sk —
A SCT RFAEJE R HEAR G, 368 0 46 1) v 1] 22 4 ik 2
T, S XTI GRIEZ AL BE T o AR JZ 3T LA

KN
LF(xo Fg‘):
Fo(dev) : Fg(x)
T
~log — - —
Fy(xi") - Fy(x) Fy(x3") - Fy(x;")
exp - + exp -

(7)

A, F, (o™ )RR M PUREA 25" 75 B ARE 2 £, 7
R R 5 F (%) FRFRAEEPE L5, Rk
A RN G 2L £, (0 v (8] SRR 0 A 5 P (xR
INRAIEE PR T S, RIS UREAS 2 7E I 2R £, Y
Fh R EAFIE A
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T AERFAIE 4 i H b A B 4 e ol ) i

2k BRI, BRSO K B EUE N
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A, o MBI SHAE 3. 5T TR 537 -
2.4 XtEbHEEEXHUIISR
HRAE 2. 2 15 BT A 8 XU AE A A ) VA R 2. 3
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DN E s AL, B

x;" < arg max L(%,x5") (9)
2)5MZE B/ ME, /I
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3 XBERSHWN

3.1 HREEXRIRE
30101 B
AR ORI T B e 6 T B8 4 PaviaU il
Indian Pines (http://www. ehu. eus/ccwintco/index. php/
HyperspectralRemote ) 5 1iF 4 1 5875 AT 201k -
PaviaU 4 2 4 JZ t ROSIS Jg 1 43 X 3 K 7
Pavia K27 ARG 2, X B0 5 25 W] 3 BE R 610 x
304 R 2, & 115 ALl B B, s 1] o BER
1.3 m DGR HER N 4 nm. SCHHT R BR T 124
FRE . BRSO AR B2, 18] 2 R
T PaviaU =i BHR P R (- AL A B

I unlabeled
Asphalt
mm Meadows
Gravel
mm Trees
i Painted metal sheets
B Bare soil
Il Bitumen
I Self-Blocking bricks
Shadows

PN

HAAK

K2 PaviaU #¥54E
Fig. 2  PaviaU dataset

Indian Pines 5 Hs 5 J2 Fh AL AT WL 210 S0 1501
Jik {% (airborne visible infrared imaging spectrometer,
AVIRIS) £ 1992 4F%F 3¢ [ E5 22 44 M — SR B BEAR R
MR T AR AR 2RI AR 25 3 W 145 % 14548
A 220G B B, A 18] 2 BER O 20 m, G
T AR ASURAR B AAE BN 0. 4~2.5 pm o SEHTT 5
BT 20 MR B, AT 200 DRI B 20 A
[Fi] P 1 49 28 591 1 T 52 5, I 3 7% T Indian Pines (5
i PRI DR R R LR IA

8 £ H0) 53 : PaviaU £45 5 Al Indian Pines £ 4%
PRSI AR A I A R AR 1
MR 2 PR o TEIFSEFTR BT A S b, B il
G507 P IT A VIGREEASERA R R IO REAS s 2 B R
IR 2 (LR 1 D712 TRl e AR 19 20% 1 b
ICHAS , HR A A TR ICHEA S 51112,

) 7
AN HAEK
I .. |
Alfalfa Corn-notill Corn-mintill Corn Grass-pasture Grass-tree
Grass-pasture-mowed Hay-windrowed ~ Oats Soyt ttill  Soyt intill Soyb
I -
Wheat Woods B“'ld‘“gf'Grass‘Stcn:-Stccl-Tow:rs unlabeled
Trees-Drives
K3  Indian Pines {{E4

Indian Pines dataset

Fig. 3

F1 PaviaUHHEEIISHEARFTINIKERLGE
Table 1 The number of training examples and test

examples for PaviaU dataset

eS| IZRpEA DA AS
1 900 5731
2 900 177 490
3 900 1199
4 900 2164
5 900 445
6 900 4129
7 900 430
8 900 2782
9 900 47

3.1.2 SREGICE

AR SR FH B R HT I 25 H A5 45580 6 45 ResNetl8
(He%£,2016) .VGG11 (Simonyan Fll Zisserman , 2015 )N
VGG19 (Simonyan #1 Zisserman , 2015) I Inception_V3
(Szegedy 4% , 2016) , If- K J] FGSM (Goodfellow 45 ,
2015) . PGD (Madry % , 2019) . APGD (Auto-PGD)
(Croce £ Hein, 2020) . AutoAttack (Croce 1 Hein,
2020) \MI-FGSM (Dong 5 ,2018) . DI-FGSM (Xie 55 ,
2019) PL K 2.2 745 4 43 1 2 T R AR 19 X i 07 ik
(feature-based attack, FBA) A= B X H0FF AR X5 B A A5
RUPEAT ety , LSRR B RS Y 1) B 4B 1 RE L 31X 6 Fh L
i i T S RO N2 3 TR (FGSM A TG
SRIESRL, TCHAB BN E U S0 E) o 75
FR BT AT S22 0 %) B s DG 1S S 4R PaviaU F1
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A, W=, BRL, wE, ®EX
TH 18 5 5L 1% B 5 KM A& B X L = S B R il 45 77 %

<2 Indian Pines H#FE I ZHERTNNIXHELRE =
Table 2 The number of training examples and test

examples for Indian Pines dataset

5 YILHEA MAREAS
1 15 31
2 300 1128
3 300 530
4 90 147
5 90 393
6 300 430
7 15 13
8 90 388
9 15 5
10 300 672
11 300 2155
12 300 293
13 90 115
14 300 965
15 90 296
16 15 78

xR3 ARMIWMERESHIEE (MFNRE:0.03)
Table 3 Parameter settings of different adversarial
attack methods ( perturbation budget: 0. 03)

Bt SRR E
FBA PARUEL: 20
PGD HAK :0.005, EAR KL 10
DI-FGSM A 21255 EARUREL 20, e iR 0.9
MI-FGSM WA 21255 IEACUCEL: 20, 32 10 1
APGD BARUEL: 10
AutoAttack SR EL 10

Indian Pines FIJ JAH B I8 Bt BUIA {8 7 1 B AIOG 3 2
KT 6 - BLkE AT S5 A4, R M2 RHE I E A B AR
BN JG — NS BUZ MRHE R - 8 0. 2, Bk
TEREAR RS R32 x 32483 . WLl Zrrbae ) R s
] 0. 01, EACUCEEE N 200, HBESE o MBI E
NS BRI ERRAE 3. 5 W T TR
3.2 HiERE

F£ PaviaU Fl Indian Pines /& 61 E G 56 4 |

P32 BB 77 55 5 A F TR BTN 05 1k AT
TXFH, 4045 AT (adversarial training) (Goodfellow 45 ,
2015) ,RST(https://github.com/yaircarmon/semisup-adv)
(Carmon %£ , 2019) . TRADES (https://github. com/
yaodongyu/TRADES) (Zhang 55 ,2019) \MART (https:
/lgithub. com/YisenWang/MART) (Wang %5 , 2020) F1
SRT (https:/github. com/THUY imingLi/Semi-supervised_
Robust_Training) (Li %5 ,2022) . H ', AT . TRADES
B XTI 25T s, SRT \RST \MART LA KA Sy
02 BRI ZR DT 12 o AR SCHRAE R LSRRG 2
IRAE RN G e iy ey p G PO
SCHR AR IR INAE T - — 5 1 BTk SCER R A
SRIENBA T D R 4R | AR 3514 H B9 AE Tk
FIr 4R Hh B 5 VA A e AE G b B DB s 55— T
T, R 1 PRAEXT LG S A 2P, 6T e S rhos il
GTE MRS AT 2. 25 A 31 FBA D5 AR A,
FIFREEAL A ResNet 18, SEEREEHANE 4 I 5 7R o

MR A 5 AT LA HY, BT B A DR (1 H ARt
BUR oy 52 BV HURE A B B0, 76 P9 2 3R v D' i
PGSR AR T, B 2R Ay HARASE R f) 73 20K i I 3%
BEAR o IZIR IR X PUREAS O AATE X 8 D15 TR
OIS B SRR B T A U . 2 X
i J 08 HARASE Y B4 L R R o A4 RE T W 4
SR, (RIS UL PRAIE T TR A Y 2 20K B (H i 28Ty
LB B R RED A7 A — 2L 22 5]

TE P 2H R OGS R EAR AR b AT I L RS AT 2K
B 10 FBA XS HTAEAS , (HJ2 AR L T HoAd X FeJ7 3%, By
MHANZALRE T A R, ToiEA AR R I A i o BRI
PLAL, B XI5 75 2 (TRADES) 5 2 i B X it
U2 J5 % (SRT RST MART) BUA5 1 3L (19 B 480 54
A B X BTN R D7 2R T 20% #1125
BEANE MR ICHEA S 5 X Bl 25, 1 TRADES J5 %
AT P BOUIZRREAR BEAT X BTN SR i L G
XL ZRT5 VA RES B /D BB AR AR 2K 81 00 M o
POINZRAHLT R BT RE 1) o AHECT LA XS H Tk AR
SCHR T Y CSAT J7 7 M 4H D i 5 it 4 1Y
IAS 100 T HAb X e O ik B B AP BE , 73 S kG HE
Ep i uRN DO IRY 7y e S (N TP & il S D)
DI-FGSM Xt 4t B A il MI-FGSM %t 4t B A b, B kG
FEWARES T 3. 45% ~4. 1% ZE G LA o0, AR
T3 B THD0 C Rl AR R i I, B TR
BT AEN I BE -
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x4 F£PaviaU BIRE EAREXHUNZ T ERIBI I IERERT b (LR B % = 6)

Table 4 Defense accuracy evaluation of different adversarial training methods on PaviaU dataset

(number of spectral bands = 6)

WitiJr ik
B A7
J FBA FGSM PGD MI-FGSM DI-FGSM  APGD AutoAttack
Je 09993 0.1996 03468 0.0822 0.0499 0.0452  0.062 3 0.023 4
AT-FGSM (Goodfellow %5 ,2015) 09984 09114 0.9621 0.8406  0.660 1 0.7159  0.623 8 0.5336
AT-FBA(Goodfellow %,2015) 0.999 1 09958 0.8663 0.7889 0.7593  0.783 1 0.740 6 0.724 2
SRT(Li%,2022) 09997 09963 08980 0.7772 0.6827 0.7305  0.6423 0.636 1
RST(Carmon %§,2019) 0.9997 09984 0.8933 0.8221 0.7533  0.8220 0.7295 0.707 0
TRADES(Zhang 5% ,2019) 09997 09992 09257 0.8419 0.7928 0.8428  0.7551 0.741 6
MART(Wang %5 ,2020) 0.9988 0997 0.8891 0.8066 0.7533  0.7949  0.7259 0.705 6
A 0.9987 09955 09808 09577 09399 09637 0.9373 0.9351

T L P SRR % 8 e A2 2R

%5 7EIndian Pines ${#E 5t A E X B ZR 7 R AIRAEIERERT EE (1K R EL = 6)

Table 5 Defense accuracy evaluation of different adversarial training methods on Indian Pines dataset

(number of spectral bands = 6)

Yk Jrik
B 77 3%
Jc FBA FGSM PGD MI-FGSM DI-FGSM  APGD AutoAttack
J 09970 03416 02556 0.1631 0.0339 0.1419 0.1231 0.1151
AT-FGSM (Goodfellow % ,2015) 09987 09251 0976 7 09005 0.8129 0.8608  0.8239 0.822'1
AT-FBA(Goodfellow %,2015) 09963 09963 09249  0.8919 0.8572  0.8791 0.8512 0.849 3
SRT(Li%,2022) 09973 09945 09392 09127 08868 09064 0.8803 0.873 5
RST(Carmon4§,2019) 09987 09956 09371 09255 09103 09217 0.9070 0.899 6
TRADES(Zhang %,2019) 09974 0.9944 09542 09321 09113 09305 09109 0.902 7
MART(Wang %,2020) 09973 09958 09429 09247 09147 09328 09100 0.905 3
A 09937 09889 09732 09678 09618 09673  0.9629 0.960 8

T IR TR R % 9 e L4 2R

3.3 EBSCIE

AR L 3 FAR RS AT XTI 2% 5

AT R L R (2(8) ) iy B — T4 7
TH Rl BT S50, LR — 25 560 A SOy 1% 1A R0t -
RS 4 AR 6 FZE 7 /R . X X idi oo
BRI Lo i HZ AT HOAR 2K Lo DA SRR AEJZ X HE
K Lo

ST 1A 40 2640 5k L A 2% A 4G L,
Xt B BRI 2 AT XTI 2 5

S 2 AU A 24 2 L FIVRAE J2 0T Fe i 2% I,
XiF B b I 46 A T BT 24 5

S 3R A HE X HEAR AR L AR AEJZ X EE

S 4 [R] I A T4 26408 2% L i 2% H A 2R
Lo FVRFIEJZ T FEAR G LX) B AR 48 3E 47X 511 5k o

RS T il S B 4 2R v LAAR DL R e

1) WOACSEE 1 5000 2 FISE I 4 1 SL B 25 1 78
PaviaU & G 1 RMGCRE AR -, 5286 1 A9 45 R0 T 52
B 2, A U, HE OO A B 2 TR 45 SR B
i SN AT R b 4 T A I 45 1 X T i 5 T TR
Indian Pines = 615 G BG4 I, 5256 2 (19 45 74
T 1, RPUAEAS Y b ] JE AR H R 48 X 4T
GRS R R, HR TR 4D G
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A, W=, BRL, wE, ®EX
TH 18 5 5L 1% B 5 KM A& B X L = S B R il 45 77 %

L X LA 2 RRRAE J2 X6 LA 2 LAY, T LA
2 R H AR B HRAE R R0 i 1 g

2) ARSI 3 RIS 4 A SEIRZE IR | B T4 2540
RIYLPR, THEREA Y I 2 B A7 B AR T, U HAE
N Z 19 Indian Pines 2P 4E I, /029K $2 71

PRI o A5 AR PUREAS AR R H s 0 245
FUN G R REAT, FAR 205 06 T A 14 1 1
oy n] LA 2w n] SRR B R HURRAS DA e X 47
R e AT SEPE S B L2 4 76 T A R B A
el O PERE_EARA W] AR T

F6 TEPaviaU HIEE FHYERISEI

Table 6 Ablation experiments on PaviaU dataset

. a2 R RHEZE

B & FBA FGSM PGD  MI-FGSM  APGD  AutoAttack
- - - - 09993  0.1996 03468 00822  0.0499  0.0623 0.023 4
1 N N - 09991 09942 09784 09441 09223 09182 09152
2 N - N 09994 09882 09648 09417 09263 09217 0917 1
3 - N N 09978 09890 09695 09486 09146 0907 1 0.900 3
4 N N N 09987  0.9955 09808 09577 09399 09373 0.935 1
T ML AR R & I B4 SR, N R R, =" FR AR
%7 7fIndian Pines #{#E & FHiEBLSCIE
Table 7 Ablation experiments on Indian Pines dataset
S i;zi Xﬁgﬁ% xﬁ[ﬁf% oW FBA FGSM PGD  MI-FGSM  APGD  AutoAttack
- - - - 09970 03416 02556  0.1631 00339  0.1231 0.115 1
1 N N - 09953 09909 09184 09144 08967  0.893 8 0.880 7
2 N - N 09742 09639 09254 09162 09107  0.9095 0.900 3
3 - N N 09711 09672 09345 09273 09188 09184 09113
4 N N N 09937 09889 09732 09678 09618  0.9629 0.960 8

LT R TR R R Fm AR

3.4 AEBERER _ERBAEITERE ST

PLE SEEGY H ARB AR FH ResNet18, A8 5 i/ —
A3 HT TR TE] B AREL I L O ik A B R
5 VGG11, VGG19 LA B Inception_V3, 52 5 45 5 41
F 8K 9 Fron , HirP FBA S T xsds , A mridi 5
BN KRIMI T NERSHMFEIA LA H, VGG,
VGG19 LA Bz Inception_V3 [l FETC 12 A7 RCHEAR
XTHUREA I Sy, AR SO B AE A $dii 4 34
AR AN ) E BRI % B AR 1 e
3.5 BSHESH

A3 HT T PaviaU i 0615 FHG B 5 T b
JE R FE AR A E o FUERAE 2 5 b 351 2 A B 4R
Ji ks SER A5 AN K 4 TR .

Kl 4 vh o F1 B Y HUEE A [ 0. 001, 100 ], Al 4
AT LLE 3T RIS I AR —3%, BE&
B 2 LA R AEE o AT R, FRAE X B I Y

I 0 205 S 7 1 5 AR e R B /N RS2 X L
P RATE B 25 T B H b AR R SR AR X B 2 BE ) R
I, AT RE Y 5t R R AN B ik /N BURFAE 2 X A 2R
KRN, AL B 1t Kk TP I 25k B A 7
I LG I ARRE D) TR PR )20 g ok
K o BB R R (1, 10 ], FRAE 2 X He 361 26 AL B
AU H R0 1, 1],

4 %= B

ARSCHR Y T —BhHE T-X e B~ By |
ST 1%, S R B Az AL RE 0 MO T X DUREAR R
Bom i, B il e KA A S XA
15 H AR _E B R AERE B, AR R e PE XTI,
FUH D AR g REA I 25 B AR AL, AR 415 15
YNZRAY H AR R X X4t 25 eR i, J 3 e /)
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&8 FEPaviaU HIEE LAF BAREE AR #IERE D 7

Table 8 Defense performance analysis on different target models on PaviaU dataset

. o Yok orik:
H Fppii K sRES
7o FBA FGSM PGD MI-FGSM  DI-FGSM APGD AutoAttack
g 0.999 3 0.199 6 0.346 8 0.0822 0.0499 0.0452 0.062 3 0.023 4
ResNet18
AR 0.998 7 0.9955 0.980 8 0.9577 0.9399 0.963 7 0.937 3 0.935 1
g 0.998 6 0.1457 0.2259 0.057 1 0.048 5 0.062 1 0.044 3 0.033 1
VGG11
AR 0.999 1 0.980 5 0.985 8 0.969 4 0.9519 0.968 6 0.950 3 0.946 6
g 0.998 4 0.318 5 0.453 1 0.206 6 0.159 8 0.129 4 0.133 2 0.0539
VGG19
AR 0.999 4 0.987 4 0.976 9 0.992 1 0.972 6 0.9822 0.9712 0.970 5
7 0.998 4 0.164 1 0.559 7 0.1479 0.1023 0.104 0 0.1519 0.025 1

Inception_V3
AR 0.999 1 0.997 1 0.998 9 0.996 5 0.993 6 0.994 9 0.993 5 0.988 2

%9 7£Indian Pines #{#E& F A E BArEE E IR EIMERE S AT

Table 9 Defense performance analysis on different target models on Indian Pines dataset

o o YTk
HARB B ik
FBA FGSM PGD MI-FGSM  DI-FGSM  APGD AutoAttack
o 0.9970 03416 02556  0.1631 0.0339  0.1419  0.1231 0.115 1
ResNet18
AL 09937 09889 09732 09678 09618 09673  0.9629 0.960 8
¥ 09968  0.0498 02208  0.0266 00063  0.0182  0.0168 0.001 8
VGG11
A3 09963 09823 09735 09691 09633  0.9671 0.963 6 0.949 2
I 09963  0.1286 03474 02017 01679  0.1508  0.1424 0.093 9
VGG19
AL 0.9980 09928 09889 09875 0985 09877  0.9856 0.977 6
¥ 0.9923  0.1625  0.624 1 0.153 1 0.0843  0.1130  0.1459 0.008 1
Inception_V3
AL 0.995 1 09755 09704  0.960 1 09513  0.9561 0.9512 0.9359
G — " — " E—
= 10 = 10 = 10 Bk
K K K <070
&5 1 RE 1 RE 1 W 0.70-0.74
2 2 = 0.75-0.79
-%g 0.1 -%? 0.1 -%? 0.1 0.80—0 84
M 0.85-0.89
go.m gom gom B 050-05a
& £ K 1 (. H>094
0.001 001 01 1 10 100  0.001 0.01 01 1 10 100 0.001 001 01 1 10 100
iR RS E iR RS E i EX ARG E e
(a) WHILGEFBA (b) FHAKFHFGSM (0) MHLLEMI-FGSM

K4 1E PaviaU £din g b 200 HUAR AT o FIARHIE 2 08 EE AR R AR B R S B0
Fig. 4 Parameter study of contrastive weight a of output layer and contrastive weight B of feature layer on PaviaU dataset

((a) adversarial attack FBA; (b) adversarial attack FGSM; () adversarial attack MI-FGSM)
XX EA R R AR L . ARSCTE 248 1720 NG RAR LG, 32 1 Aok e B X el 4575 12
EARCHEA SRR S B IR s iC A 45 TSP i B AL RE , 70 IR B A0 T i
PP HAR M R B P RE . S Or ik AE XIBUINZROr vk AT EGAIE 1 52 Hh O vk B4 e Dt 1
PaviaU il Indian Pines & 6 3% B GOBE 5 EaEAT X ARRPUREAR AU A 20
FEAN T M i, 5 B AU A M A B X 4t F T8 7 i EARGE S ICAE A B I 2 A A
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